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Username:admin

Password:Admin@123 |
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<USG2205BSR>system-view |
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[USG2205BSR]sysname huawei |
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[huawei]interface GigabitEthernet 0/0/0 \
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[huawei-GigabitEthernet0/0/0]description ###conn to dianxin link### \ 7 1 HEFE: [canhongS]: A1

’ - { #L¥E [canhong6]: Fit & IP }

[huawei-GigabitEthernet0/0/0]ip address 202.100.1.1 255.255.255.0

- {ﬁt& [canhong7]: J& FH#% 1 }

[huawei-GigabitEthernet0/0/0Jundo shutdown |

#3F [canhong8]: iE %

[huawei-GigabitEtherneto/0/Oquit | T
R

[huawei]interface GigabitEthernet 0/0/1

[huawei-GigabitEthernet0/0/1]description ###conn to yidong link###

[huawei-GigabitEthernet0/0/1]ip address 202.200.1.1 255.255.255.0

[huawei-GigabitEthernet0/0/1]undo shutdown

[huawei-GigabitEthernet0/0/1]quit

[huawei]interface Vlanif 1

[huawei-Vlanifl]description ##tconn to local###

[huawei-Vlanifl]ip address 192.168.1.1 255.255.255.0

[huawei-VIanifl]undo shutdown

[huawei-Vlanifl]quit
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[huawei]firewall zone trust

[huawei-zone-trust]undo add interface GigabitEthernet 0/0/0
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[huawei-zone-trust]undo add interface GigabitEthernet 0/0/1 | -

[huawei-zone-trust]add interface Vlanif 1

[huawei]firewall zone name Dianxin |
[huawei-zone-dianxin]set priority 4

[huawei-zone-dianxin]add interface GigabitEthernet 0/0/0

[huawei-zone-dianxin]quit

\[huawei]firewall zone name Yidong

[huawei-zone-yidong]set priority 3

[huawei-zone-yidong]add interface GigabitEtherneto/o/r -7
[huawei-zone-yidong]quit

[huawei]acl number 2000

[huawei-acl-basic-2000]rule 10 permit source 192.168.1.0 0.0.0.255
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[huawei-acl-basic-2000]quit

[huawei]firewall interzone trust dianxin | | #62E [canhongS]: AT

”””””””””””””””””””””””” XAl dianxin
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‘ | #£¥E [canhong17]: ACL 2000
****** 5§10 G0/0/0 1§ PAT

[huawei-interzone-trust-dianxin]quit

[huaweifirewall interzone trust yidong

e {THZE [canhong18]: [7]_E ]

[huawei-interzone-trust-yidong]nat outbound 2000 interface GigabitEthernet 0/0/1 |

[huawei-interzone-trust-yidong]quit

. . - £ [canh i
[huawei]user-interface vty 0 4 \ el Vi R #Mﬁu
********************************************* VTY, i SRk 25

e

[huawei-ui-vty0-4]authentication-mode password

[huawei-ui-vty0-4]quit

‘ | #£# [canhong20]: At & Zkik

[huawei]ip route-static 0.0.0.0 0.0.0.0 202.100.1.2 - N
”””””””””””””””” g ER PN R

[huaweilip route-static 27.8.0.0 255.248.0.0 202.200.1.2

[huaweilip route-static =~ -=-=+  =e-e- 202.200.1.2

_ | #4¥E [canhong21]: fit & W1 4
777777777777777777777777 - % rh 3 938 (¥ % 1, 404 683
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[huawei]ip route-static 222.160.0.0 255.252.0.0 202.200.1.2 |
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[huawei] firewall packet-filter default permit interzone local dianxin direction inbound

[huawei] firewall packet-filter default permit interzone local dianxin direction outbound

[huawei] firewall packet-filter default permit interzone trust dianxin direction inbound

[huawei] firewall packet-filter default permit interzone trust dianxin direction outbound

[huawei] firewall packet-filter default permit interzone local yidong direction inbound

[huawei] firewall packet-filter default permit interzone local yidong direction outbound

[huawei] firewall packet-filter default permit interzone trust yidong direction inbound

I . - . N - it h : e it
[huawei] firewall packet-filter default permit interzone trust yidong direction outoound | o Fcan- ongzz} EH@L
777777 Y€, L V¥ dianxin . yidong 5

local « trust Z [E] ¥ N5 [a]
7 1R B SRVEaE, 4k
I T2 PING 38 i K i 1) H 482
I,

M. AR, MIEMZEMN telnet RFSEFACE 0E!

B

Wk 192.168.1.2 735l PING Hif5 L5 1.

inside#ping 202.100.1.2

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 202.100.1.2, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 4/4/4 ms
inside#ping 202.200.1.2

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 202.200.1.2, timeout is 2 seconds:
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<huawei>display firewall session table o gg;jghongzs]: =7 AT

11:38:23 2010/11/06

Current total sessions: 3
icmp  VPN: public -> public
192.168.1.2:3[202.100.1.1:23088]-->202.100.1.2:3

tcp  VPN: public -> public 192.168.1.1:1024-->192.168.1.2:23

icmp VPN: public -> public
192.168.1.2:4[202.200.1.1:43288]-->202.200.1.2:4

KrAEREI 1

L 7| #b¥ [canhong24]: % 24 i

[huaweildisplay current-configuration | - i

11:54:30 2010/11/06
#
acl number 2000
rule 10 permit source 192.168.1.0 0.0.0.255
#
sysname huawei
#
super password level 3 cipher "]S*H+DFHFSQ="Q MAF4<1!!
#
web-manager enable
#
info-center timestamp debugging date
#
firewall packet-filter default permit interzone local trust direction inbound
firewall packet-filter default permit interzone local trust direction outbound

firewall packet-filter default permit interzone local untrust direction inbound
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firewall packet-filter default permit interzone local untrust direction outbound
firewall packet-filter default permit interzone local dmz direction inbound
firewall packet-filter default permit interzone local dmz direction outbound
firewall packet-filter default permit interzone local vzone direction inbound
firewall packet-filter default permit interzone local vzone direction outbound
firewall packet-filter default permit interzone local dianxin direction inbound
firewall packet-filter default permit interzone local dianxin direction outbound
firewall packet-filter default permit interzone local yidong direction inbound
firewall packet-filter default permit interzone local yidong direction outbound
firewall packet-filter default permit interzone trust untrust direction inbound
firewall packet-filter default permit interzone trust untrust direction outbound
firewall packet-filter default permit interzone trust dmz direction inbound
firewall packet-filter default permit interzone trust dmz direction outbound
firewall packet-filter default permit interzone trust vzone direction inbound
firewall packet-filter default permit interzone trust vzone direction outbound
firewall packet-filter default permit interzone trust dianxin direction inbound
firewall packet-filter default permit interzone trust dianxin direction outbound
firewall packet-filter default permit interzone trust yidong direction inbound
firewall packet-filter default permit interzone trust yidong direction outbound
firewall packet-filter default permit interzone dmz untrust direction inbound
firewall packet-filter default permit interzone dmz untrust direction outbound
firewall packet-filter default permit interzone untrust vzone direction inbound
firewall packet-filter default permit interzone untrust vzone direction outbound
firewall packet-filter default permit interzone dmz vzone direction inbound
firewall packet-filter default permit interzone dmz vzone direction outbound

#
dhcp enable

#
firewall statistic system enable

#

vian 1
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#
interface Cellular0/1/0
link-protocol ppp
#
interface Vlanifl
description ###conn to local###
ip address 192.168.1.1 255.255.255.0
#
interface Ethernet1/0/0
port link-type access
#
interface Ethernet1/0/1
port link-type access
#
interface Ethernet1/0/2
port link-type access
#
interface Ethernet1/0/3
port link-type access
#
interface Ethernet1/0/4
port link-type access
#
interface GigabitEthernet0/0/0
description ###conn to dianxin link###
ip address 202.100.1.1 255.255.255.0
#
interface GigabitEthernet0/0/1
description ###conn to yidong link###
ip address 202.200.1.1 255.255.255.0
#
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interface NULLO
#
firewall zone local
set priority 100
#
firewall zone trust
set priority 85
add interface Vlanifl
#
firewall zone untrust
set priority 5
#
firewall zone dmz
set priority 50
#
firewall zone vzone
set priority 0
#
firewall zone name dianxin
set priority 4
add interface GigabitEthernet0/0/0
#
firewall zone name yidong
set priority 3
add interface GigabitEthernet0/0/1
#
firewall interzone trust dianxin
packet-filter 2000 outbound
nat outbound 2000 interface GigabitEthernet0/0/0
#

firewall interzone trust yidong
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packet-filter 2000 outbound
nat outbound 2000 interface GigabitEthernet0/0/1
#
aaa
local-user admin password cipher ]MQ;4\]B+4Z,YWX*NZ550A!!
local-user admin service-type web telnet
local-user admin level 3
authentication-scheme default
#
authorization-scheme default
#
accounting-scheme default
#
domain default
#
#
right-manager server-group
#
slb
#
ip route-static 0.0.0.0 0.0.0.0 202.100.1.2
ip route-static 27.8.0.0 255.248.0.0 202.200.1.2
ip route-static =++--s  ceeee- 202.200.1.2
ip route-static 222.160.0.0 255.252.0.0 202.200.1.2
#
user-interface con 0
user-interface tty 9
authentication-mode none
modem both
user-interface vty 0 4

user privilege level 3
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#
return

[huawei]
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